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FACULTY CO-ORDINATOR:

Mrs. K. Sireesha
Assistant Professor (CSE (Cyber Secunty))

STUDENT CO-ORDINATORS:

I. Chinni (2™ ycar CSE(CS))

G. Purni Sasi Kala Devi (2™ year CSE(CS))
I'. Divya Sree (2 year CSE(CS))

K. Sri Aditya Vyshnavi (2™ year CSE(CS))
C. Geeln Sahithi (2™ year CSE(CS))

R. Madhurima (2 year CSE(CS))

I, Vineetha Satya (2= year CSE(CS))

3. Abi Lashya (2" year CSE(CS))

K. Padmini (2™ year CSE{C5))

10, A. Mamantha (2™ year CS5E(CS))

11T, Akshay (2™ year CSE(CS))

12. G. Gowtham (2™ year CSE(CS))

13, K. Mohan (2" year CSE(CS))

14. 15, Amar Sai Teja (2 year CSE(CS))

15, 1, Srinivas (2 year CSE(CS))

S




PRAGATI ENGINEERING COLLEGE

(AUTONOMOUS)
DEPARTMENT OF CSE {E"I'BER SECURITY)

REGISTRATIONS:

Stdents Registered for event on “DARK WEB: UNDERSTANDING HIDDEN NETWORKS™

S.No. | Student Name Aoll Number Branch | Section | Yearol |
|,- . S (LSRRI | T Studying
1 i :\.fm':i Jyothi Charan 24331249663 G A | el ]’1.::._1_1_
|2 Gsaisneha 24A3104612 cs A IndYear
3 Kouluri Mohan ponnadhar 24A31A4G4D € | A | IndYear
4 (2. Purni 5asi kala devi 24A31A4G11 Cs A dnd Year
5 0 Likhith Kumar 2443104036 Cs [ 2nd Year
|6 Gellapalli Sri Naga Sai Durga Mani 2AaA31A4610 cs A | 2ndVYear
7 [Divya sree peruri 24A31A626 =] A | 2ndYear
8 Saivilasini 23A31A1625 cs ) _Ind Year
9 G Ashok Chakravarthi 24A31A4639 s A _Ind Year
10 |suddana Hema Madhulika 24A31MG06 | €S A “2nd Year
11 Dhanusha 2443144602 cs A | IndYear |
12 [ch.Ugandar 24A31A4633 cs A 2nd Year
13 lradmini Karmuri 23A3LAAG1S cs A 2nd Year
14 IManam Sri Varsha 244314620 cs A Ind Year
15 \Chitturi Geetha Sal Rakshita 24A31A4609 [n A Ind Year
16 ¥ Hemanth Lokesh 24A31A0445 ECE A nd Year
17 Narshith 24A3 140662 CS A 2nd Year
18  [aruna Yeddu 2443144630 Cs A 2nd Year
19  Eidratul Zuha Mohammad 234310622 cs A 2nd Year
20 K Ramadevi 2343144616 cs A 2nd Year
21 |izak Tangella 24A31AMGSE (=] A 2nd Year
22 |Mihitha Sal Narala 24A31AA623 cs A 2nd Year
23 LAKSHMI CHAITANYA PIDUGU 24A31A1220 T A 2nd Year
24 R, Pujitha Ramani 24A31A1271 IT A Ind Year
25  Prem 2423121240 1 A 2nd Year
26 |Mallavarapu Gayathri sri [akshmi kamala | 24A31A1214 IT F 2nd Year
27 M Sireeshs 24A3104621 cs A 2nd Year
2B |lakshaya Keerthi kali 2443104614 cs A Ind Year
29  |Bhargavi 2443144603 s A 2nd Year
30 [rirumadi Janaki 243144629 s A 2nd Year
31 [pravalika _24A3104618 s A 2nd Year
32 Mery Mamatha Akula 24A31A4601 s A 2nd Year
33 lAbilashya.B 2413184604 s A nd Year
34 (Ch Haritha Devi 14A3184608 ] A 2nd Year |
35 P Vineetha 24A31A4627 cs A nd Year
36 [xosana Akshaya 24A31A4619 s A | 2nd Year
37 lp.papa 25A35A1602 s A 2nd Year |
18  Geeta Sahithi Chetti 24A31A4607 5 A Ind Year
39 |Kk.Sri Aditya Vaishnavi 25A35A4601 s A 2nd Year
40 |pachimala Hari Priya 24A3174624 o A 2nd Year
41 |ashwin Prabhakar Padala 24A31A4651 s A 2nd Year
'_HZ Rama Venkata Satya 25A31A4645 Cs A 2nd Year
23 Jouta Hema Naga Sal Manlkanta 2043104638 | €S A | 2ndvear
| 44 G Naveen 2443144542 s A 2nd Year |
¥ 4—5' :}_Hn ay T 24A31A4660 s A Ind Year
A iﬁubhlh Abhinay 24A31A4643 s A | 2ndvear |
&7 varnati surendar | 2%A31Ad647 (81 A Inel Year
&4 4, Marsha Vardhan — JMAIIAGGAE | ¢S5 A 2o Year
a1l ":I. fimand Fumar 2AA31AAGAY s .i'l|,_ | Year
L ]] Frashina Heddy 2AAI1AALST s A I dod Year
51 ;J.Jprhrllurll i Krishina JAATIAAGAG s A ! Tl Year
i 52 tAadhuiiing PAMNNAALH o | A | o Year |
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SCREENSHOTSSESSION PICTURES:
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What is the Dark Webl
L2l

Why the Dark Wik Exista
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Key Takeaways from Thix Sesalon
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HEPOIT:

On 1%407-2020, The “Cabier Security Club™ of Depanment of CSE { Cyber Security) have Corganizcd 2
“DARE WEE: UNSDERSTANDISG HIDDES NETWORKS™,

Event Name: DARK WEB: UNDERSTANDING HIDDEN NETWORKS
Date: | B03-2026
Organleed by: Cyber Security Club, Department of CSEf Cyber Secunty)
Facully Cunrdinator: Mrs. K. Sireesha Assistant Profescor (CSE (Cyber Security))
Hesaurce Persons: L Chinnl (2nd year CSEICS))
. P. Sasikala Devi (2nd year, CSECS))
B. Abi Lashyalind yesr, CSE(CS))

V. Jyuthi Charan (2nd year, CSEICS))
Event Summary:=

What is the Dark Web

The Dark Web is a hidden pant of the internet that cannot be sccessed through regular browscrs like Chrome or
Firefox. It requires special software such as Tor to acccss il content. This petwork provides strong anvmyraily
by hidin users” identities and locations, All communications are encrypied, ensuring privacy and secusity. The
Diark Web can be used for both l=gitimate and illegz! purposes, making it important to understand its mole in
cyborsccurnity.

Why the Dark Web Exists

The Dark Web was developed to provids privacy and secure communication for users, Ji helps individuals
remain anunymous, cspecially in restrictive eavirenments where freedom of expression is limited. It is weeful
fior jeurnalists, whistlchlowers, and activists who need to share censitive information safely. The platform
alloas secure dats exchange without detection. However, while it serves legitimate purposes, it can also be
misuscd fur illegal activities.

Key Characteristics

The Dark Web has several unigue characteristics that make it differcat from the surface web, It enables
anonymous browsing by masking user identitics and locztions through multiple layers of encryption.
Communization is fully cocrypted, ensuring confidentizlity. Websites use special domain extensions

like .un w0, which 2re nol accessible through rormal browsers. The network is decentralized, making it difficult
w0 comtre] ar shut down. These feztures make tracking users extremely challenging..

Technulogics Behind the Dark Web

The Diaurk Wb uperates using advanced technologies thet ensure privacy and anonymity. Ooe of the man
techne|nyics is oniun routing, where datz s encrypied in multiple layers and passed through several nodes.
Cryptugraphis protocols protect data integsity during trensmission. The petwork is distributed across many

viluntesr-merated servers worldwide. Tools like the Tor Browser allow users o sccess this network securely,
Tugether, 1 oue technologies ereate a highly secure and anonymous environment.

Hidden Services Explained

[iark Wes websites ure known as hidden services and operate differently from nommal websites. They use
speciz! dumnsin names coding in oaion insteed of .com or org. These websites cannot be accessed using
standar | beoasers and reruire specific suftware. Buth the users and website operatons remain enonymous,
whach crlences privacy. Hidden services run on ercrypted networks like Tor, cnsunng seourc communication
arad prodectoon from racking.

Criminal Activities an the Dark \Web

Despitc o bopitimate uses, the Dark Web is witlely known for illegal activitics. It serves s a rnarketplace for
selling o abata v ms credit card details and persenal infurmation Hackers trude compromised sccounts
and ollor lacking services for hire, Malware, ransaimisase, and srware are distributed through these platforms
These = § pores ctius threats o in Uvadiaals and rpanieations, making the Dark Web a majur concern fur

'..}"J"_ E |".- :'."l'.-:: winals.,
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Understonding the Risks

.la:.lu::'c.-mug !1w Il.'_urk Web im'u‘llvq:s severnl risks that users must be aware of, Users iy aceidentilly encounter
f[:ﬂrl or n.!mh_uluug content. Fimanetl ol can oceur through stolen banking or eredit cond infunnation,
Tdentity thell is another major risk, where

: criminals misuse personal daty, Devices can also get infected with
malware, leading to data loss, Therelore, accessing the Dark Web without proper knowledge and security
measures can be dangerous,

Importance of Cybersecurity Awareness

Cybersecurity awareness is essential in today"s digital world, especially when understanding the Dark Web, It
helps users recognize threats such as phishing and malicious links, Strong passwords nnd two-fctor
authentication can protect sensitive data. Awareness also [elps individuals avoid eybererime amd stay informed

aboul iew threals. Practicing goodl eybersecurity habits ensures snfer intemel ugage and protects buth personal
and organizational data,

Key Tnkenways

The Dark Web is o hidden part of the intermet that difYers significantly from the surface web, Il relies on
technologics like encryption and anonymous networks to protect user identity, While it hos legitimate nses, it is
also associnted with cybererime and illegal netivities, Understanding these risks helps vsers adopt sale online
practives. Overall, knowledge about the Dark Web is crucial for maintaining cybersceurity.

Three Layers of the Internet

The intemet is divided into three main layers: the Surfoce Web, Deep Web, and Dark Web. The Surface Web
includes publicly accessible websites indexed by scarch engines. The Deep Web contains private informntion
such as emails, datnbases. and banking systems. The Dark Web is hidden and requines special tols to aceess.,
It provides anonymity and encrypted communication, Each layer serves different purposes in the digital
ceosyslem.

How the Dark Web Works

The Dark Web functions through encrypted networks that protect user ilentity and [oeation. Dara is routed
through multiple servers across the world, making tracking difficult, User 1P addresses are hidden, ensuring
anonymity. Websites use special domain extensions like .onion. Encryplion is applied at each stage of
communication, These features make the Dok Web both seenre smd difficult 1o monitor,

Tor Browser — The Gateway

The Tor Browser is the main fool used to aceess the Dark Web., It con be downloaded from atlivial sources and
is designed to protect wser privacy, I enerypis all internet trafTic and rowtes it theough multiple servers called
nodes. This process hides the user's ientity and location, The browser allows access 1o hidden websites

with .onion domains. Tor stands for “The Onion Router,” representing layered eneryprion,

Dark Web Markeiplaces

Dark Web markelplaces are platforms where illegal goods and services are traded anonymously, Cybercriminals
use these platfors to sell stolen dita such as personal information and login credentials. Hacked accounts are
also bought and sold for fraudulent purposes. Malware and hacking tools are distributed through these
marketplaces. These activities operate outside traditional Taw enforcement control, waking e lughly
dongerons,

Cybhererime Cases

The Datk Web 1s often involved in real-world eybererime cases. Stolen datn from major breaches is sold 1o the
highest bidder. [dentity thefl occurs when criminals misuse personal information. Financial frand is carried out
using stolen banking details, Hackers also sell necess to compromised databases. These cases highlight the
serous impact of cvbererime on individuals and organizations.



(2R PRAGATI ENGINEERING COLLEGE
W (AUTONOMOUS)
DEPARTMENT OF CSE (CYBER SECURITY)

Cyber Safety Best Uractices

Cyber safcty is essential W protect against threats related to the Dark Web. Users should create strong and
unigue passwords for their accoumts, Enabling multi-factor authentication adds an extra loyer of security. [Lis
impartant to aveid suspicious websites and unknown downloads. Sensitive documents should not be uploaded
to untrusted platforms. Following these practices helps protect personal data and prevent cyberattacks.

Practical = Data Leak Project

This slide explains a real-world example of how data leaks can oceur. A fake file converter website appears
legitimate and attracts users. When a user uploads a documeat, hidden processes begin in the background.
Artificial intelligence scans the file for sensitive information, The extracted data is stored in databases for
misuse of sale, This demonstrales how casily personal information can be stolen online.

Hidden Data Extraction Process

The data extraction process involves several steps. First, the user uploads 2 file through a website interface. The
file is then stored on a remote server. Al lools analyze the conlent to identify sensitive information. Data such as
email addresses, phone numbers, and financial details are extracted. This information is organized into
ctructured formats for further use, The process highlights the risks of sharing data online,

Thank You

This slide coneludes the presentation by reminding users o stay safe online, It emphasizes the importance of
protecting digital identity, Awareness and caution are key to aveiding cyber threats. Users are encournged o
follow safe internet practices. Cybersecurily plays a vital role in everyday digital activitics, Staying informed
helps in preventing cyber risks.

Feedbuck Slide

This slide invites feedback from the audience. It encourages participants to share their thoughts and
suggestions. Feedback helps improve future presentations and understanding. It shows the importance af
audience imeraction. Every perspective is valuable in learning and growth. Constructive feedback contribules
to beller mwarencss,

Conclusion:

The Dark Web is o hidden part of the internet that offers privacy and anonymity but also carties serious risks.
While it can be used for legitimate purposes like secure communication, {t is often associated with cybercrime and
illegal activities, Understanding how it works and following strong cybersecurity practices can help users stoy safe
and protect their personal information online,

Participatiun Delnils:

« Numher of Registrations: 52
« Sumber of Attendees:56

Resnurce Peeson:-
1. Chibnnl (204 year CSE(CS))
0. 1, Susihoada Devi (2nd year, CSELCS))
B, Ald Lashiya {2nd year, CSEICS)
V. dyuihi Charan (20l yeor, CSECS))
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List of students given the leedback:

i __MliName | ol Humbn_] Dranch | Sectlon | Sesslon Rating | Supgestions Regarding The Sesslon |
1 |[PWineetha 2AAIIME2T | CSE(CS)| A 5 '
! _|MSieesha 24A31A4621 | CSE(CS)| A 5
¥ | Mallavarapu Gayathri sri
_ | lakshmikamala | amamnal ar A 5
4| G Ashok Chakravarthi | 243104639 |esEles) | A 1
5| Manam Sri Varsha 2MAIIAL620 | CSECS] | A 4
b | hakTangella 2AAIIMGSE | CSE(CS)| A 5
_1 | Bhargavi 24A3IME03 | cs(cs)| A 4
8| Vintl lyothi Charan 242314663 | CSE[CS) | A 4 S
9| Mery Mamatha Akula 29R31M4601 | Csefes)| A 5
10| G.sal sneha 2AAIIMELD | CSEICS|| A 4
11| Vanaparthi Kavya Sri 4A3IAI238 | T A 5 No
|12 | Varada VLDV kamakshi MM | T A 5
| 13| Divya sree peruri 2403144626 | csE(es) | A 5 Excellent
1| K.Ramadevi 24A31A4616 | CSE(CS)) A 5 Na
15 | CHINNAM ABHILASH 75A35A4603 | CSE(CS)| A 3 |
16| Kolli.Bharath| 28A31AG17 | CSE(CS)| A 5
17 | Gallapalli 5rl Naga Sai Durga
Manl 24A31A4610 | CSE(CS] | A 5 o
18| P.Salvilasin| 24A3144625 | CSE(CS) | A 5
19 | P. Papa 25A35A602 | CSE(CS)| A 5
30 | Sidratul Zuha Mahammad 2443104622 | CSE(CS| | A 5
21 | M.satya sriharsha 24A3141252 | T A 5 Great .
22 | Tirumadi Janaki 24A31A4629 | CSE(CS A 5 Mo 1
23| G Harsha Vardhan 2AAIIMEAE | CSE(CS) | A 5 |
24| Chitturi Geetha Sal Rakshita | 24A31A4609 | CSEfCS) | A 4
25 | K.surendar 2AA31A4647 | CSE(CS) A 5
| 26| Dutta Hema Naga Sai Manikanta 24A31A4638 | CSE[CS)| A i
31 | Rama Venkata Satya MAIIALGAS | CSE(CS)| A 3
_ 18| Pachimala Harl priya 247314624 | CSE(CS| [ A 5 [ Mice
29| B3 joshuva 25A35A4604 | CSE(CS]| A [ ]
30 | K Hemanth Lokesh 2AAFLA0HAS | ECE A L) 1
31| G.PurniSasi Kala Devi 24A31A4611 | CoE[CS)| A 5 No |
12 | Prem_ 2423121240 | 1T A 5 [
3| Madhurima 24A31A4628 | CSE[CS] | A 5 |
M | Karuna yeddu 24A31A4630 | CSE(CS)| A 5
35| KOSANA AKSHAYA 2473144619 | CSEICS|| A 5 Simply superb N
% | Mihitha Sal Narala 24A31A4623 | CSE(CS)| A 5 No
| Varshith 2AA31A4662 | CSE[CS)| A 5 ]
| | ¥ pravalika i 2473104618 | CSE(CS)) A 3 1
|| Glaveen 24A31A4642 | CSECS)| A 4 I
M| 6 Anand Kumar | 29A31A4541 | CHE(CS) A 5 - ]
41| ChMaritha devi | 2an31A4608 | CSE(CS] | A 5 Good
A | PN Mabiesh - 24ATIAM655 | CSE(CS)| A 5 _
A1 | Koulur Mohan pannadhar ZAAIINAGAT | CSE(CS)| A 5 Goad and exeellent
A | Saikrishna Jagarlamudi PANTIAAGAG | CSECS)| A 4 . Gnpd
45 ‘I'idrrurlll‘farnu!l MAVIARGTS | CSE(CS) A 5 o R ]
Ak jEH‘ll Sahithe Chott) MATIARGDT CLE(CS) A [ 5 L,.,.,-”__ |
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Feedback Number of Persans
- Excellent 33 o =
" Good e
Average o 3 o B
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Sesslon Plciures:
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