PRAGATI ENGINEERING COLLEGE

(AUTONOMOUS)
DEPARTMENT OF CSE (CYBER SECURITY)

CIRCULAR
Date: 27-01-2026

All the faculty members of CSE & Allied Branches are hereby informed that the Department of Computer
Science and Engineering (Cyber Security) is organizing a Three-Day Hands-on Faculty Development
Program (FDP) titled: “Hands-on Faculty Development Program on Cyber Crimes and Digital
Forensics (CCDF), Cyber Security and Cloud Computing”.

Dates: 05-02-2026 to 07-02-2026
Venue: ES-7, ECE Block

The FDP is designed to provide practical exposure on real-time cyber crime scenarios, digital forensics
tools, cyber security techniques, and cloud computing concepts through hands-on sessions, case studies, and
*ool-based demonstrations. This program aims to enhance teaching effectiveness. practical skills and
research orientation of faculty members in emerging technologies.

All interested faculty members from CSE and Allied Branches are encouraged to participate and make
effective use of this opportunity.
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All the HoDs of CSE & Allied Branches to circulate among their staff
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List of Student Participants:

29 |24A31A4610

MANI

S.No. | Roll Number | Name of the student Department
1 | 23A31A4601 | ANIPEDDI BHUVANESWARI CSE(CS)
2 | 23A31A4602 | ARANGI SOWMYA CSE(CS)
3 | 23A31A4610 | MUMMIDI JYOTHI SRI CSE(CS)
4 | 23A31A4613 | PASUPULETI VARDHINI CSE(CS)
5 | 23A31A4614 | PENKE RAMYA SRI CSE(CS)
6 | 23A31A4616 | POTNURI KEERTHI MEGHANA CSE(CS)
7 | 23A31A4622 | VANDRANGI SUJANA CSE(CS)
ACHUTHA VENKATA
8 | 23A31A4624 | SATYANARAYANA CSE(CS)
9 |23A31A4625 | ADABALA RAGHU RAM CSE(CS)
10 | 23A31A4632 | BINIPE PRABHU SURYA CSE(CS)
INAKOLLU VENKATA NAVEEN
11 | 23A31A4638 | KUMAR CSE(CS)
12 |23A31A4639 | KATTA SAI SWARUP CSE(CS)
13 | 23A31A4648 | TAMTAM HARSHAVARDHAN CSE(CS)
THANDRA VENKATA NAGA
14 | 23A31A4649 | KOTESWARA RAO CSE(CS)
15 | 24A35A4601 | ADAPA SAI LAKSHMI VYSHNAVI CSE(CS)
16 | 24A35A4603 | BATHULA VEERALAKSHMI CSE(CS)
|17 | 24A35A4604 | KANNIJANAKI CSE(CS)
18 | 24A35A4605 | NAKKA DEVI CSE(CS)
19 | 24A35A4608 | YARRABATHULA NAGA MOUNIKA CSE(CS)
CHILUKOTI SRINIVASA HARSHA
20 | 24A35A4610 | VARDHAN CSE(CS)
21 | 24A35A4618 | VALLU SUBHAKAR CSE(CS)
22 | 24A31A4601 | AKULA MERY MAMATHA CSE(CS)
23 | 24A31A4602 | ALLADA DHANUSHA CSE(CS)
24 | 24A31A4604 | BODDU ABILASHYA CSE(CS)
25 | 24A31A4605 | BODDU GAYATRI CSE(CS)
| 26 | 24A31A4606 | BUDDANA HEMA MADHULIKA CSE(CS)
27 | 24A31A4607 | CHETTI GEETA SAHITHI CSE(CS)
28 | 24A31A4609 | CHITTURI GEETHA SAI RAKSHITA CSE(CS)
GOLLAPALLI SRI NAGA SAI DURGA

CSE(CS)
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GONABOYINA PURNI SASIKALA
30 | 24A31A4611 | DEVI CSE(CS)
31 | 24A31A4612 | GRANDHI SAI SNEHA CSE(CS)
32 | 24A31A4613 | INTI CHINNI CSE(CS)
33 | 24A31A4614 | KALI AKSHAYA KEERTHI CSE(CS)
34 | 24A31A4615 | KARNURI PADMINI CSE(CS)
35 | 24A31A4616 | KASIREDDY RAMADEVI CSE(CS)
36 | 24A31A4618 | KORIMI PRAVALIKA CSE(CS)
37 | 24A31A4620 | MANAM SRI VARSHA CSE(CS)
38 | 24A31A4621 | MARTHA SIREESHA CSE(CS)
39 | 24A31A4622 | MOHAMMAD SIDRATUL ZUHA CSE(CS)
40 | 24A31A4625 | PEDDIREDDI SAI VILASINI CSE(CS)
41 | 24A31A4626 | PERURI DIVYA SREE CSE(CS)
42 | 24A31A4627 | PUNYAMANTHULA VINEETHA CSE(CS)
REGADAMILLI MAHESWARI SRI
43 | 24A31A4628 | MADHURIMA CSE(CS)
44 | 24A31A4629 | TIRUMADI JANAKI CSE(CS)
45 | 24A31A4632 | BUNGA AMAR SAI TEJA CSE(CS)
46 | 24A31A4641 | GANDI ANAND KUMAR CSE(CS)
47 | 24A31A4645 | GUDDATI RAMA VENKATA SATYA CSE(CS)
PAPINENI SAI MANIKANTA
48 | 24A31A4653 | SRINIVAS CSE(CS)
49 | 24A31A4654 | PITTA SRINIVAS CSE(CS)
50 | 24A31A4659 | TETALA KRISHNA REDDY CSE(CS)
51 | 24A31A4663 | VINTI JYOTHI CHARAN CSE(CS)
52 | 25A35A4601 | KURRE SRI ADITYA VAISHNAVI CSE(CS)
53 | 25A35A4602 | PONNADA PAPA CSE(CS)
54 | 23A31A1201 | ANJURINAVYA IT
DASIREDDY PUJITHA ANJANEE
55 | 23A31A1205 | TEJA IT
56 | 23A31A1208 | GIRADA URMILA IT
57 | 23A31A1216 | KATURI SNEHA IT
58 | 23A31A1219 | NUNE PAVANI IT
59 | 23A31A1224 | SRIPATHI BHARGAVI IT
60 | 23A31A1242 | GUMMA VAMSI IT
61 | 24A35A1201 | CHIKKAM RUPA TULASI DEVI IT
62 | 24A35A1211 | TANAGALA TARAK SAI T
BEZAWADA NAGA RAMYA
63 | 24A31A1203 | HARSHITHA IT
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BODDU LEELA LAKSHMI MANT

64 24A31A1204 DURGA IT
65 24A31A1207 GANDI RAMA LAKSHMI SUHITHA IT
66 24A31A1220 PIDUGU LAKSHMI CHAITANY A IT
67 24A31A1221 REDDY PUJITHA RAMANI IT
68 24A31A1228 VANAPARTHI KAVYA SRI IT
69 24A31A1239 GUNASEKHAR KADALI IT
GUNNABATHULA B V VENKATA
70 24A31A1240 SATYA PREM KUMAR IT
71 24A31A1257 PINJALA VENKATESH IT
72 24A31A1259 POTTA VISHALGUPTA IT
| 73 25A35A1205 KOTIPALLI VARMA IT

List of Faculty Participants:

S.No Name of the Faculty Department
1 Mrs.T.Ganga Bhavani CSE(CS)
2 Mrs.K.Sireesha CSE(CS)
3 Mr.D.Kondababu IT
4 Mr.K.Siva sankar IT
5 Mrs.K. Lakshmi Viveka CSE(AD)
6 Mrs.T.Tejaswini CSE(AI)
7 Mrs.Sravanthi CSE(AI)
8 Mrs.P.Satyavathi CSE(AI&ML)
9 Mrs.K.Tulya Sree Simla CSE(DS)
10 Mr.K.V.V.Subba Rao CSE
11 Mrs.Ch.Sowjanya CSE
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REPORT

Topic: Cybercrimes & Digital Forensics, Cyber Security, and Cloud Computing
Date: 05-02-2026 to 07-02-2026
Venue: ES-07

Introduction
In today’s highly interconnected digital environment, technologies such as the internet, cloud

platforms, and smart devices play a vital role in everyday life. Along with these advancements,
the risk of cyber threats has increased significantly. Cybercrime, Cyber Security, Digital
Forensics, and CloudComputing have therefore become essential fields in information
technology. Cybercrime poses serious threats to individuals, organizations, and governments by
exploiting digital systems, while cyber security focuses on protecting these systems from
attacks. Digital forensics helps investigate cyber incidents by collecting and analyzing digital
evidence, and cloud computing provides flexible and scalable computing resources that support
modern organizations. This report presents a comprehensive overview of these domains,
including major security tools and cloud services, highlighting their importance in ensuring
digital safety and resilience.

Data

Data refers to raw facts and information generated, stored, and transmitted through digital systems
such as computers, networks, mobile devices, and online platforms. In cyber security and digital
forensics, data is a critical resource because it provides evidence of user activities, system behavior,
and potential security incidents.

Types of Data

Structured Data: Databases, system logs, transaction records, and spreadsheets that are easy o
organize and analyze.

Unstructured Data: Emails, images, videos, audio files, and social media content, which are often
crucial in forensic investigations despite being harder to analyze. Proper data handling ensures
accurate threat detection, investigation, and system protection.

Data Analysis in Cyber Security
Data analysis in cyber security involves examining large volumes of data generated by networks,
servers, firewalls, and applications to identify suspicious behavior.

Common Techniques

Pattern Analysis: Detects known attack signatures. Anomaly Detection: Identifies deviations from
normal systembehavior, Threat Intelligence: Uses global attack data to predict and prevent future
threats. These techniques enable proactive defense and faster incident response.
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Introduction to Cybercrime

Cybererime refers to illegal activities conducted using computers, digital devices, or the internet.
These crimes exploit vulnerabilities in digital systems to steal information, disrupt services,
or cause financial and reputational harm.

Common Types of Cybercrime

. Hacking — Unauthorized system access

® Phishing — Fraudulent messages to steal sensitive information

. Malware Attacks — Viruses, worms, ransomware, and spyware

. Identity Theft — Stealing personal or financial data

e Cyber Terrorism — Attacks on national or critical infrastructure

. Cybercrime continues to evolve with technology, making it a global security
challenge.

Introduction to Cyber Security
Cyber Security is the practice of protecting systems, networks, and data from cyber threats using
technologies, policies, and processes.

Key Objectives (CIA Triad)

Confidentiality — Prevent unauthorized access
Integrity — Maintain data accuracy

Availability — Ensure systems remain accessible

Key Areas of Cyber Security

. Network Security

° Application Security
. Information Security
s Endpoint Security

. Cloud Security

Strong cyber security practices are essential for trust and business continuity.

Cyber Security Tools

Security tools help identify vulnerabilities, monitor activity, and protect systems from cyberattacks.

Nmap (Network Mapper).Nmap is an open-source network scanning tool used to discover devices,
open ports, services, and operating systems.

Uses:
o Network discovery
Port and service scanning
o Vulnerability assessment

6] Nmap helps identify weak points attackers may exploit.
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Wireshark

Wireshark is a network protocol analyzer used to capture and inspect data packets in real time.

Uses:

. Network traffic analysis

. Detection of suspicious or malicious activity

. Troubleshooting and forensic analysis

. It is widely used in cyber security and digital forensics investigations.
Honeypot

A Honeypot is a decoy system designed to attract attackers.

-

Types:

. Low-interaction Honeypots

» High-interaction Honeypots
Benefits:

o Detects attack attempts

o Studies attacker behavior

o Protects real systems by diversion

Password Random Generator (10-Character)
A password generator creates strong, random passwords.

Example:
AT#Kp9@Qx2
Importance:
. Prevents brute-force attacks
. Improves authentication security
. Essential for cloud and enterprise systems

Kali Linux and Ethical Hacking Commands
Kali Linux is an operating system used for penetration testing and ethical hacking.

Common Commands and Tools:
nmap — Network scanning

ifconfig / ip a — Network configuration
ping — Connectivity testing

traceroute — Network path analysis
whois — Domain information
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arrcrack-ng — Wireless security testing
These tools arc used legally to test and strengthen system security.

What is Digital Forensics

Digital Forensics is the scientific process of identifying, collecting, analyzing, and preserving digital
evidence related to cyber incidents. It plays an important role in investigating cybercrimes and
supporting legal proceedings. Digital evidence may come from computers, networks, mobile devices,
or cloud platforms, and must be handled carcfully to maintain its integrity and legal validity.

Phases of Digital Forensics

The digital forensics process consists of several structured phases. The identification phase involves
locating potential sources of digital evidence. Preservation ensures that the evidence is protected
from alteration or damage. Analysis focuses on examining the collected data to uncover facts about
the incident, such as the method of attack or the identity of the attacker. Documentation involves
recording all findings and procedures accurately, while presentation includes submitting the evidence
in a clear and legally acceptable form during investigations or court proceedings.

Types of Digital Forensics

Digital forensics can be classified into different types based on the source of evidence. Computer
forensics deals with computers and storage devices, network forensics focuses on analyzing network
traffic and logs, mobile forensics examines smartphones and tablets, and cloud forensics involves
investigating data stored in cloud environments. Each type plays a crucial role in cybercrime
investigations.

Introduction to Cloud Computing

Cloud Computing refers to the delivery of computing services such as servers, storage, databases,
networking, and software over the internet. It allows users to access computing resources on demand
without owning physical hardware. Cloud computing has become essential for organizations due to
its flexibility, efficiency, and scalability.

Cloud Service Models
Cloud services are generally classified into three models. Infrastructure as a Service ([aaS) provides
virtual machines, storage, and networking resources. Platform as a Service (PaaS) offers platforms

for developing, testing, and deploying applications. Software as a Service (SaaS) delivers
applications through web browsers, eliminating the need for local installation,

Advantages of Cloud Computing

Cloud computing offers several advantages, including scalability and flexibility to adjust resources
as needed, cost efficiency through pay-as-you-use models, remote access to services from any
location, and high availability that ensures Systems remain operational with minimal downtime.

Cloud Computing Services
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Amazon Elastic Compute Cloud (EC2) is a widely used cloud service that provides scalable virtual
servers. EC2 includes security features such as security groups for access control, Identity and
Access Management (IAM) roles for permission management, encrypted storage for data protection,
and Virtual Private Cloud (VPC) for network isolation.

Infrastructure as a Service (TaaS) provides complete control over infrastructure resources. Common
examples include AWS EC2, Microsoft Azure Virtual Machines, and Google Compute Engine.
Platform as a Service (PaaS) provides development and deployment platforms, with examples such
as AWS Elastic Beanstalk and Google App Engine.

AWS Lambda represents serverless computing, allowing users to run code without managing
servers. It supports event-driven execution, automatically scales based on demand, follows a pay-per-
use pricing model, and reduces the attack surface by minimizing server exposure.

Cyber Security in Cloud Computing

Cyber security in cloud computing focuses on protecting cloud-based systems, applications, and data
from cyber threats. Important security practices include data encryption, Identity and Access
Management (IAM), secure application programming interfaces (APIs), and compliance with
security standards and regulations. Cloud security follows a shared responsibility model, where both
cloud service providers and users are responsible for maintaining security.

Relationship Between Cyber Security, Digital Forensics, and Cloud Computing

Cyber security aims to prevent cyberattacks, security tools help detect and analyze vulnerabilities,
digital forensics investigates cyber incidents after they occur, and cloud computing provides scalable
infrastructure that must be secured. These domains work together to form a comprehensive digital
defense framework.

Conclusion:

In conclusion, cybercrime, cyber security, digital forensics, security tools, and cloud computing are
essential components of the modern digital ecosystem. As cyber threats continue to grow in
complexity, organizations must use strong  security measures, effective forensic investigation
techniques, and secure cloud services. Understanding these concepts is crucial for academic learning,
professional growth, and building resilient digital systems capable of preventing attacks,
investigating incidents, and securely adopting cloud technologies.
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