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PEC/CIRCULAR/2025 Date: 22-08-2025

CIRCULAR

This is to inform all students that the "Web Application Sccurity and Vulnerabilities"
event organized by the Cyber Sccurity Club of the Department of Cyber Security will be held offline

on 28-08-2025 al the college campus.
All interested students are requested to altend the session in person, using their names along

with their roll numbers, and actively participate in the event.
Faculty Coordinator:

T. Ganga Bhavani g :
Assistant Professor (HOD, CSE (Cyber Security)) T. fo

Student Coordinators:
1. Naveen (III CSE (CS))
A.Raghu Ram(IIT CSE (CS))
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FACULTY CO-ORDINATOR:
T. Ganga Bhavani
Assistant Professor (HOD,

STUDENT CO-ORDINATORS:
1. Naveen (3" year CS)
B. Prabhu Surya (3 year CS)
A. Raghu Ram (3 year CS)
K. Sai swarup(B year CS)
B. Venkata Swa Sa1(3 year CS)
K. Mamdeep(3 year CSE)
T. Pavani(3" year CS)
Y. Vyshnavi (3 year CS)
K. Gccth]ka(3 year CS)
Vi quana(S ycar CS)
Y. Moun1ka(3 ycar CS)
M.Jyothi Sr1(3 year CS)

CSE (Cyber Security))
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REGISTRATIONS:
Students Registered for event on
S.No. Name Roll Number  Branch
1 Lv.naveen kumar 23A31A4638 (&)
2 Divya sree peruri 24A31A4620 Cs
3 Chodi praveen 24A31A43G8 Al
q B. Deshik 24A31A05KC CSE
5 Boni.Nikhil 23A31A4634 cs
6 Nissi Jacob 24A31A0519 CSE
7 Bejawada subrahmanya Veera 24A31A0SKG CSE
bhushan
8 N devi 24A35A4605 CS
9 Gowtham Sai Satya 24A31A4640 CS
10 S.sncha sri - 23A31A4618 Cs
11 K janaki ~ 24A35A4604 CS
12 Kumar swamy - 24A31A0412 ECE
13 Sai Devi Pallavi Bandaru 23A31A1202 IT
14 Mohammad Tabassum Parveen | 24A31A4385 Al
LAKSHMI CHAITANYA
15 PIDUGU | 24A3 1A1229 IT
16 Gandepalli pavan - | 24a35al206 IT
17 Mery Mamatha Akula . 24A31A4601 . CS
BarlaY S V Santhosh 1
18 . Tarakeswarudu B _231_6*31‘6‘4629 cs
19 Srikantam Sri bharath | 24A31A0462 ECE
20 Sidratul Zuha Mohammad 24A31A4622 Cs
21 Padala Sowmya Harshitha | 23A31A4612 ~ CS
22 Gayatri boddu | 24A31A4605 = CS
KOTHA SRI VENKATA MALLIK '
23 SRI : | 24A31A43H3 Al
MOURYA '
24 NEELI SRISATYA SAT GANESH | 24A31A4313 Al
ys | Dipeiapn kS SSIRYS 2443 124661 cs
26 PadalaRahul 24A31A4310 Al
27 Surya madhay 24A35A4612 Cs
28  K.ABHISHIKTH - 24A31A43H4 Al
29 A vyshnavi 24A35A4601 cSs
30 Pravalika 24A31A4618 CS
31 SHYAM 29A31A05FU CSE
32 ESBEX.RM DHANUSIH VENKA'I 24A31A0SFR CSE
33 Yallapu Abhiram C24A31A05GG CSE
34 Huri Manikanta 24A31AO0SIFF CSE

Scction
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“WEB APPLICATION SECURITY AND VUNLERABILITIES”

Year of
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2 year
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2 year
3 year
2 ycar

2 year

3 year
2 year
3 year
3 year
2 year
3 year
2 year

2 year

3 year
2 year

3 year
2 year
2 year
3 year
2 year

2 year

2 year
2 year

2 year
3 year
2 year
3 yeur
2 year
2 yeur
2 year

2 year
2 year
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35 Palla sanjay nishanth 24A31A05FS CSE C 2 year
36 Charan Kusumanchi 24A31A05FM CSE D 2 year
37 Vinesh 24a3 1a05(c CSE D 2 year
38 Ch Tarunteja 24A31A05EY CSE D 2 year
39 Ch saran manikanta 2403 1a05¢x CSE D 2 year
40 Pasupuleti Vardhini 23A31A4613 CS A 3 year
41 Lakshmi Naga Mounica 24A35A4602 cs X 3 year
Appalabhakthula .
42 P.Saivilasini 24A31A4625 CS A 2 year
43 Buddana Hema Madhulika 24A31A4606 CS A 2 year
44 P Vincetha 24A31A4627 CS A 2 year
45 Ch Haritha Devi 24A31A4608 CS A 2 year
46 Nihitha Sai Narala 24A31A4623 Cs A 2 year
47 Varshith 24A31A4662  CS A 2 year
48 Inti. Chinni 24A31A4613 CS A 2 year
49 Kosana Akshaya 24A31A4619 | CS A 2 year
50 Pernedi ‘Sri likhitha kanaka gani 24a31al219 T A 2 year
Lakshmi
51 A Sowmya 23A31A4602 CS A 3 year
52 srinivasa Harsha vardhan - 24A35A4610 CS A 3 year
53 Binipe prabhu surya 23a31a4632 CSs A 3 year
54 B. V. V. S.Chaitanya | 23a31a4630 . CS A 3 year
55 Katta Sai Swarup | 23A31A4639 ! CS A 3 year
56 1s1929289@gmail.com | 23A31A4614 ., CS . A 3 year
57  G.RohiniGayathri | 23a3la4605 = CS = A 3 year
58 Thummalapallisherly 4621 €S A  3yer
59 N. Krishna Santhoshi | 23a31a4611  CS A 3 year
G0  M.L.Supriya - | 23A31A4609 CS @ A 3 year
61  SappaRenukaDevi ~24A35A4607 . CS | A 3year
62 Veeralakshmi Bathula | 24A35A4603  CS A 3year
63  BH.Manikanta varma | 23A31A4631  Cs A 3 year
64  Pamusirisha "~ 24a3524606 | CS A 3yer
65 A V Satyanarayana _ . 23a3la4624 @ CS A 3 year
66 AASU.PREETHI TARUNI MANI | 24A31A0201 ' EEE A 2 year
67 Pragynaa manepalli | 24A31A0211 | EEE A 2 year
68 P Satya Sri Lakshmi 24A31A0215 | EEE A 2 year
69 G.Anusri 24A31A0206 EEE A 2 year
70 Ch.Lakshmi Sri _ 24A31A0205 EEE A 2 year
71 Hima sahitya bavisetti 24A31A0202 & EEE A 2 year
72 YELURU TEJA 24A31A0260 EEE A 2 year
73 Keerthi inala 24A31A0207 EEE A 2 year
74 if;:!;;hc siva siddhu naga ganga sri 24A31A0241 EEE ™ 2 yeir
75 KAKARLAPUDI "
 RAMMURTHIRAJU 24A31A0235 EEE A 2 year
24A31A0247 EEE A 2 year

76

Jayaram Satya Santosh Nemala
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77 ] komali 24A31A0208 EEE A 2 year
78 Nowpada.vijay kumar 2443100248 EEE A 2 year
79 A.Bhuvancswari 23A31A4601 CS A 3 year
80 Nikhitha Chandra kala 23A31A4603 CS A 3 year
81 S.Chaitanya Kumar 23A31A4647 Cs A 3 year
82 Subhakar Vallu 24A35A40618 (o] A 3 year
83 Moulika 23A31A4607 Cs A 3 year
84 p.yashwan kumar 24A31A0SFT CSE D 2 year
85 T Ashmitha Sheethal 23A31A4620 (o] A 3 year
86 SHAIK RASHEED 24A31A05FZ CSE D 2 year
87 pithani mahesh - 24A31A05FW CSE D 2 year
88 K LAKSHMI PHANINDRA 24A3 | AOSFK CSE D 2 year
89 D.krishna mahesh 24a31a05(b CSE D 2 year
90 THOTA Prabhu Venkat ~ 24a31a05gb CSE D 2 year
91  Pariyar seru | 24A31A0249 EEE A 2 year
92 Shaik Ismail | 24A31A05FY | CSE D 2 year
93  Masthan Ahmed 1 24A31A43H7 Al C 2 year
94 Kandhikatla Abenandh suphal 24a31a43a8 Al B 2 year
95 Yelisetty Nagendra N 5 24A31A46_65 1 es A 2 year
96  Jayaram chappidi | 24A31A0431  ECE A 2 year
97  Pulidindi surya teja - 24A31A0251 EEE A 2 year
98 K. K.S.S. VRaju | 24A31A0239 EEE A 2 year
99  Akula Sri Puja Ramya Sunitha __24a31a4467 | D8 . B 2 year

“Sewlsao | DS | B 2ye
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ATTENDENCE:
We later posted the event link at the time of commencement that we’ve informed the responses and
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ross-Site Reque
Tcking authsnticated Ligers nl
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REPORT:

On 28-08-2025, The “Cyber Security Club” of Department of Cyber Security have Organized a
“Web Application Sccurity and Vulnerabilitics™.

Event Name:
Web Application Sccurity and Vulnerabilitics

Date: 28-08-2025 _
Organized hy: Cyber Sccurity Club, Department of Cyber Sccurity _
Faculty Coordinator: T. Ganga Bhavani — Head of Department, Cyber Security

Resource Person: 1.V, Naveen Kumar (3rd ycar, CS)

Objective:

To understand the principles of Webh Application Sceurity and identify common vulnerabilities that
can be exploited by altackers, in order to design and implement secure web applications, while also

developing cybersecurity awareness and problem-solving skills.

Event Summary
Web Application Security focuses on protecting web-based applications from threats and attacks that
may compromisc data, functionality, or user privacy,
Common vulnerabilities include:

SQL Injection (SQLi) — manipulating database queries through malicious inputs.

.
¢ Cross-Site Scripting (XSS) — injecting malicious scripts into web pages.

e Cross-Site Request Forgery (CSRF) — tricking users into executing unintended actions.
* Broken Authentication — weak login systems, poor password sccurity.

e Security Misconfigurations & Insecure APls — exposing sensitive functionality.

These weaknesses ofien arise due to poor coding practices, Inck of input validation, or insullicient

security controls,
To mitigate such risks, developers must adopt:
e Secure coding practices.
* Regular vulnerability assessments & penetration testing.

e Patch management and timely updates.



PRAGATI ENGINEERING COLLEGE

(AUTONOMOUS)
DEPARTMENT OF CSE (CYBER SECURITY)

.ﬂ;_._ ;

% ,a

ith standards such as OWASP Top 10.

e Compliance w
ity, and Availability (CIA) of web

The ultimate goal is to ensure (the Confidentiality, Integr
applications.

Topics Covered

1. Introduction to Web Application Security

2. Comn;on Web Vulnerabilities (SQLI, XSS, CSRFT, Broken Authentication, Security
Misconfigurations)

3. OWASP Top 10 Overview

4. Secure Coding Practices and Testing

5. Indian Cyber Laws:

a. Section 65— Tampering with source documents

b. Section 66C — Identity theft and related penalties

Practical Session

A live demonstration was conducted using Kali Linux to showcase how attackers exploit web

application vulnerabilities.

e Students observed SQL Injection and XSS attacks in a controlled environment.

e The demonstration emphasized:

o How attackers exploit weak applications.
and

o Defensive measures such as input validation, authentication hardening,

patching.
Participation Details
e Number of Registrations:100

e Number of Attendees: 61
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Conclusion

The workshop provided valuable insights into Web Application Sccurity, high]ighting_thc risks
posed by common vulnerabilitics and the measures required lo prevent them, Students gained b‘oth
theoretical knowledge and practical exposure, enabling them to understand how attackers think and

how developers can defend against threats.

The session concluded with active student engagement and positive feedback, encouraging
participants to adopt secure coding practices and pursue carcers in cybersecurity.

Resource Persons:
[.K.Manideep(III CSE)
2.T.Siva Datta Sai(IIl CS)
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Teed Back Report:

List of students given the feedback:

ate the Any suggestions
SN Attendee Name (Max 28 Attendee Attendee  Aftendee [;t:sl.;io::' rcéslr(ii:gng the
= NDs chars) Roll Number Branch Section out of 5 session
| Kolli.Bharathi 24A31A4617  CSE(CS) A 3 Nothing
2 Krishna 24A31A4659  CSE(CS) | A 3 ;
' | Good knowledgeable
3 Mery Mamatha Akula 24A31A4601 CSE(CS) | A 5 session g
‘ Good explanation
4  Pravalika korimi 24A31A4618  CSE(CS) A 5 by the seniors
5  Tlsak 24A31A4658  CSE(CS) | A 3 Average
6  Akshaya Keerthi.Kali 24A31A4614 | CSE(CS) | A 4 No
Gollapalli Sri Naga Sai Ii el i
7 Durga Mani 24A31A4610 I CSE(CS) A 4 ' N?
§  B.Bhargavi 24A31A4603 | CSE(CS) | A 4 e e,
9  Akshay Kountesh Tolem  24A31A4660 CSE(CS) | A 4 Good
10  Varshith 24A31A4662 CSE(CS) | A 3 Excellent session
11 S.sunny 24A31A4657 . CSE(CS) | A 5 ~ No
; " i _ .-[_-.“_—_. i T Everythingwas
12 V.HARSHAVARDHAN ° 24A31A4664 ! CSE(CS) i. A 5 dam perfect
Dasari Kiranmayi Sai ] !
13" Lakshmi W | masiabpod) 0 T A e NA
14 Navya Deepthi Gurani 23A31A1211 IT | A 4 Nothing
15 Divya sree peruri 24A31A4626  CSE(CS) | A 4 -
Sunkara Ashritha i
16 ramakeishna 24A35A1204. 1T , A 4 NA
17 B.Amar Sai Teja 24A31A4632 | CSE(CS) | A 3 Good
18 BodduAshokKumar = 23A31A4633  CSE(CS) | A i Good
19 Kaumayeddu  24A31A4630 CSE(CS) ! A i ~ Good
20 Ashok chakravarthi 24A31A4639 | CSE(CS) A 5 Well talked
Chitturi Geetha Sai ' i ‘. )
21 pOiE 24A31A460_9_: CSE(CS) | A 5 No
22 Vennela Beera 23A31A1203 IT = A 4 No
23 V.Subhakar 24A35A4618 CSE(CS) | | A 4 No
24  Gorripati Naveen 24A31A4642' CSE(CS) A 3 I““;‘é‘;‘s"%:}f‘*“
25 M.V.D.Karthik 25A35A4605 | CSE(CS) | | A S No suggestions
26  Sai krishna Jagarlamudi 24A31A4646  CSE(CS) A 3 Good
o - s | , Make the session
27 M.Sircesha 24A31A4621  CSE(CS) E A 4 arith audible voice
28 G.sai sneha 24A31A4612 « CSE(CS) | A 5 Good
29  Revathi Gundarapu 23A31A1209 IT | A 4 Wonderful
30 Urmila Girada 23A31A1208 IT | A 5 NA
3] Abilashya Boddu 24A31A4604  CSE(CS) | A 4 No
32  Tirumadi Janaki 24A31A4629  CSE(CS) | A 5 No
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Feedback Summary:

F Feedback Number of Persons
Excellent 12
Good 13

|
|
B yo— :

Bad 0

—
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